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Training Description:  
 

This ISO/IEC 27001 Lead Implementer training course enables participants to acquire the knowledge 
necessary to support an organization in effectively planning, implementing, managing, monitoring, and 
maintaining an information security management system (ISMS). 
 

Information security threats and attacks increase and improve constantly. The best form of defense against 
them is the proper implementation and management of information security controls and best practices. 
Information security is also a key expectation and requirement of customers, legislators, and other 
interested parties. 
 

This training course is designed to prepare participants in implementing an information security 
management system (ISMS) based on ISO/IEC 27001. It aims to provide a comprehensive understanding of 
the best practices of an ISMS and a framework for its continual management and improvement. 
 

Training Objectives:  
 

By the end of the training, participants will be able to: 
✓ Explain the fundamental concepts and principles of an information security management system 

(ISMS) based on ISO/IEC 27001 
✓ Interpret the ISO/IEC 27001 requirements for an ISMS from the perspective of an implementer 
✓ Initiate and plan the implementation of an ISMS based on ISO/IEC 27001, by utilizing PECB’s IMS2 

Methodology and other best practices 
✓ Support an organization in operating, maintaining, and continually improving an ISMS based on 

ISO/IEC 27001 
✓ Prepare an organization to undergo a third-party certification audit 

Training Designed for:  
 

This course is intended for Managers or consultants involved in and/or concerned with the implementation 
of an information security management system in an organization; Project managers, consultants, or expert 
advisers seeking to master the implementation of an information security management system; or 
individuals responsible to maintain conformity with the ISMS requirements within an organization; 
Members of the ISMS team 

Training Requirement:  
 

“Hand’s on practical sessions, equipment and software will be applied during the course if required and as 
per the client’s request.” 
 

Contents can be adapted to your specific wishes. It is therefore possible to focus on specific modules of the 
training course as per client’s learning needs and objectives. Further, it should be forwarded to us a month 
prior to the course dates. 
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Training Program:  
 

FIVE DAYS:  
❖ Introduction 
❖ Introduction to ISO/IEC 27001 and initiation of an ISMS 
❖ Planning the implementation of an ISMS 
❖ Implementation of an ISMS 
❖ ISMS monitoring, continual improvement, and preparation for the certification audit 
❖ Course Conclusion 
❖ POST-TEST and EVALUATION 

 

Training Methodology:  
 

This interactive training course includes the following training methodologies as a percentage of the total 
tuition hours: 

• 30%  Lectures, Concepts, Role Play 

• 70%  Workshops & Work Presentations, Techniques, Based on Case Studies & Practical     
               Exercises, Gamification, Software & General Discussions 

• Pre and Post Test 
 

Training Certificate(s):  
 

CMCT Internationally recognized certificate(s) will be issued to each participant who completed the course. 
 

Training Fees: 
 

TBA as per the course location - This rate includes participant’s manual, hand-outs, buffet lunch, coffee/tea 
on arrival, morning & afternoon of each day. 
 

Note: The 5% VAT (Value Added Tax), will be effective starting 01st of January 2018 as per the new 
regulation from the UAE Government. The VAT applies for all quotation both for local and abroad. 
 

Training Timings:  
 

Daily Timings: 
    07:45 - 08:00       Morning Coffee / Tea 
    08:00 - 10:00       First Session 
    10:00 - 10:20       Recess (Coffee/Tea/Snacks) 
    10:20 - 12:20       Second Session 
    12:20 - 13:00       Recess (Prayer Break & Lunch) 
    13:00 - 14:00       Last Session 
 
For training registrations or in-house enquiries, please contact: 
Aisha Relativo - Training & Career Development Manager 
aisha@cmc-me.com / training@cmc-me.com  
Tel.: +971 2 665 3945 or +971 2 643 6653 | Mob.: +971 52 2954615 
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