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HS330:
Security Risk Assessment and
Management
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Training Description:

Why is security risk assessment important?

One of the first steps in ensuring overall security and preventing attacks is security risk assessment and
management. Assessing risks allows individuals and organisations to identify the threat they are exposed
to and also be able to evaluate the level of the associated risk. A proper security risk assessment allows the
individual or organisation to prepare an effective plan or strategy for mitigating or managing the security
risk.

How is this training going to help me?

There is less supply of this skill in the labour market, which brings about a lag in effective security
management. This course introduces learners to a different level of security management. It gives real-life
insight into how challenges, dangers and threats can be assessed to determine the next and most
appropriate course of action. Participants of this course get to apply the knowledge gotten from this course
in their day-to-day businesses.

This intensive training course empowers you with fully packed and all-encompassing security risk
assessment and management modules. The course considers common case studies and exposes learners
to scenario facilitation. As a result, they get to have hands-on experience managing some of the common
security challenges they face in their organisation or institution.

Training Objectives:

By the end of the training, participants will be able to:
v' Get introduced to the concept of effective security management of institutions and organisations.
v' Gain knowledge about security risk assessment and different risk mitigation/management
strategies
Have a good understanding of how a risk management cycle operates
Allow participants to calculate the level of risks and make tangible decisions based on the risk
analysis
Design a risk management method and implement a mitigation plan in a different scenario
Understanding some of the risk factors involved in different situations
Integration of effective security management in the structure of the organisation
Improved logical reasoning and analytical skills for better assessment
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Training Designed for:

This course is intended for Security personnel responsible for the protection of the organisation or
institution from risk or security challenges, Compliance officers who help in ensuring the organisation stay
on legal track using the risk assessment result, Mid-senior managers are part of the decision-makers and
can recommend changes, Decision-makers and management who are responsible for the day-to-day
management of assets and deployment of resources and Any other professionals interested in taking up
the course for increased learning.

Training Requirement:

“Hand’s on practical sessions, equipment and software will be applied during the course if required and as
per the client’s request.”
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Contents can be adapted to your specific wishes. It is therefore possible to focus on specific modules of the
training course as per client’s learning needs and objectives. Further, it should be forwarded to us a month
prior to the course dates.

Training Program:
DAY ONE:

++ Module 1: Introduction to Safety and Security
Definitions

Overall comprehensive security

System designs

Organisational values and mission
Individual value

Factors affecting security levels
Intelligence gathering

Documentation

Reporting

External aids

Security awareness

+«» Module 2: Introduction to Risk

Definition of risk, threat and vulnerability
Relationship between risk, threat and vulnerability
Identification of risk and vulnerability
Risk types

Risk factors

Importance of risk management

DAY TWO:

+ Module 3: Risk Management Process
Risk assessment
Risk identification
Identification techniques
Risk description
Risk analysis
Probability
Impact of risk
Risk management
Risk planning
Response to risk and threats
Risk allocation
Management of resources
Risk monitoring and control
+* Module 4: Risk Documentation and Reporting
e Risk integration
e Risk prioritisation
e Action/response to risk
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Monitoring and evaluation
Reporting

Chain of command
Internal reporting
External reporting

Timing

DAY THREE:

+» Module 5: Image and Acceptance

Security approach

Image approach

Acceptance approach

Public perception

Rights and responsibilities
Individual right

+* Module 6: Security of Assets

Security of building

Identifying threats to buildings

Enhancing the physical structure and security of the building

Security measures

Security of vehicles

Carjacking and ambush

Risk of event

Procedure and response to events

DAY FOUR:

+* Module 7: Communications
Effective communication
Internal and external communication
Written and oral
Communication regulation
Communication protocol
Communication equipment
Use of equipment
Maintenance of equipment
+* Module 8: Risk of Crime

Personal risk

Personal risk assessment
Individual vulnerabilities
Theft

Assault

Sexual violence

Support mechanism
Gunfire, grenades
Characteristics of threat
Response to threat
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Explosive devices
Risk of explosion
Level of risk
Avoidance of risk
Response to risk

DAY FIVE:

+* Module 9: Kidnapping and Abduction
Targeting
Target groups
Vulnerability
Risk of kidnapping/abduction
Avoidance of risk
Survival chances
Response to risk
e Organisational policies
++ Course Conclusion
% POST-ASSESSMENT and EVALUATION

Training Methodology:

This interactive training course includes the following training methodologies as a percentage of the total
tuition hours:
e 30% Lectures, Concepts, Role Play
e 70%  Workshops & Work Presentations, Techniques, Based on Case Studies & Practical
Exercises, Gamification, Software & General Discussions
e Pre and Post Test

Training Certificate(s):
CMCT Internationally recognized certificate(s) will be issued to each participant who completed the course.
Training Fees:

TBA as per the course location - This rate includes participant’s manual, hand-outs, buffet lunch, coffee/tea
on arrival, morning & afternoon of each day.

Note: The 5% VAT (Value Added Tax), will be effective starting 01°* of January 2018 as per the new
regulation from the UAE Government. The VAT applies for all quotation both for local and abroad.

Training Timings:

Daily Timings:
07:45-08:00  Morning Coffee / Tea
08:00 - 10:00 First Session
10:00 - 10:20  Recess (Coffee/Tea/Snacks)
10:20-12:20  Second Session
12:20-13:00  Recess (Prayer Break & Lunch)
13:00 - 14:00 Last Session
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For training registrations or in-house enquiries, please contact:

Aisha Relativo - Training & Career Development Manager
aisha@cmc-me.com / training@cmc-me.com

Tel.: +971 2 665 3945 or +971 2 643 6653 | Mob.: +971 52 2954615
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