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Training Description:

This Certified Security Management training course is a comprehensive five-day program designed to equip
security professionals with the strategic, operational, and tactical knowledge required to effectively manage
security functions in a wide range of organizational settings. The training course covers security risk
management, threat analysis, policy development, physical and information security, crisis response, and
security audits. It aligns with international standards and best practices such as ASIS, I1SO 31000, and ISO
27001.

Training Objectives:

By the end of the training, participants will be able to:

Understand the principles of effective security management and governance
Conduct risk assessments and implement appropriate mitigation strategies
Develop and manage security policies, procedures, and programs

Oversee physical and information security systems

Lead incident response, investigations, and crisis management

Conduct security audits and ensure compliance with regulatory requirements
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Training Designed for:

This course is intended for Security Managers and Supervisors, Risk and Compliance Officers, Facility and
Operations Managers, Information Security Officers, Law Enforcement and Military Personnel transitioning
to corporate security and Anyone aspiring to move into a security management role.

Training Requirement:

“Hand’s on practical sessions, equipment and software will be applied during the course if required and as
per the client’s request.”

Content, location and duration can be adapted to your specific wishes. It is therefore possible to focus on
specific modules of the training course as per client’s learning needs and objectives. Further, it should be
forwarded to us a month prior to the course dates.

Training Program:
DAY ONE:

++ Foundations of Security Management
e Introduction to Security Management
e Roles and Responsibilities of the Security Manager
e |egal and Regulatory Framework
e |nternational Standards in Security (ASIS, I1SO 31000, ISO 27001)
e FEthics and Professionalism in Security
«» Exercises:
e Discussion: Evolution of security roles

e (Case Study: Corporate liability and compliance failures
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DAY TWO:
+* Risk Management and Threat Assessment
e Security Risk Management Frameworks
e Conducting Risk Assessments (Qualitative and Quantitative)
e Threat and Vulnerability Analysis
e Risk Treatment and Controls
e Business Impact Analysis (BIA)
¢ Exercises:
e Workshop: Developing a Security Risk Register
e Exercise: Threat Modeling using a real-world case
DAY THREE:
+»+ Security Planning and Physical Protection
e Security Policy and Procedures Development
e  Physical Security Concepts (CPTED, Access Control, Surveillance)
e Security System Design and Technology Integration
e Facility Protection and Perimeter Security
e Vendor and Contract Security Management
+» Exercises:
e Site Security Survey Planning
e Simulation: Reviewing CCTV and Access Control blueprints
DAY FOUR:
¢ Information Security and Incident Response
e Fundamentals of Information Security
e Data Protection, Privacy, and Cybersecurity Threats
e Security Incident Management and Investigations
e Crisis Management and Business Continuity Planning
e Communication Strategies During Emergencies
+» Exercises:
e Tabletop Exercise: Simulated Security Breach
e Exercise: Drafting a Crisis Communication Plan
DAY FIVE:
¢+ Security Audits and Strategic Management
e  Conducting Security Audits and Assessments
Key Performance Indicators (KPIs) and Reporting
Security Budgeting and Cost Justification
e Leadership in Security Management
e Final Exam and Course Review
+ Final Exercises:
e Audit Planning Simulation
e Final Exam and Feedback Session
e Presentation of Group Security Strategy Projects
Course Conclusion
POST-ASSESSMENT and EVALUATION
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Training Methodology:

This interactive training course includes the following training methodologies as a percentage of the total
tuition hours:
o 30% Lectures, Concepts, Role Play
e 70%  Workshops & Work Presentations, Techniques, Based on Case Studies & Practical
Exercises, Gamification, Software & General Discussions
e Pre and Post Assessment

Training Fees:

TBA as per the course location - This rate includes participant’s manual, hand-outs, buffet lunch, coffee/tea
on arrival, morning & afternoon of each day.

Note: The 5% VAT (Value Added Tax), will be effective starting 01 of January 2018 as per the new
regulation from the UAE Government. The VAT applies for all quotation both for local and abroad.

Training Certificate(s):

CMCT Internationally recognized certificate(s) and wallet card(s) will be issued to each participant who
successfully completed the course and passed the exam at the end of the course.
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raining Timings:
.

07:45-08:00  Morning Coffee / Tea

08:00 - 10:00 First Session

10:00-10:20  Recess (Coffee/Tea/Snacks)
10:20-12:20  Second Session

12:20-13:00  Recess (Prayer Break & Lunch)
13:00 - 14:00 Last Session

For training registrations or in-house enquiries, please contact:

Aisha Relativo - Training & Career Development Manager
aisha@cmc-me.com / training@cmc-me.com

Tel.: +971 2 665 3945 or +971 2 643 6653 | Mob.: +971 52 2954615
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